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Unit5 – SECURITY
Part A

1. Discuss the use IAM. (University Question) 
2. What is the importance of Transport Level Security? (University Question)
3. Identify the trust model based on trust worthiness. (University Question)
4. List host security threats in public IaaS. (University Question)
5. What is Kerberos? (University Question)
6. What is IAM in Cloud? (University Question)
7. Write a brief note on security requirements of grid. (University Question)
8. What are the challenges in building trust environment? (University Question)
9. On what basis trust models are set for grid? (University Question)
10. How CIA Triad plays a vital role in managing cloud security? (University Question)
11. What are the functions in Grid Security Model?
12. What are OGSA security services?
13. What are the high-level services included in Globas toolkit?
14. What are the most common Gt3 handlers?
15. Define- GSI.
16. What are the high level grid security requirement aspects?
17. What is CISCO connected grid security principles?
18. What are the risks of storing data in the Cloud?
19. What are the factors to identify the threats in cloud?
20. What are the phases in data security life cycle?
21. Define- DLP.
22. What is PaaS Encryption?
23. Define- Database Activity Monitoring (DAM).
24. List the challenges in building trust management ? 
25. What are the security requirements of grid ? 
26. What are the types of message level security ? 
27. What is IAM ? 
28. List the components in IAM architecture provider . 
29. What is privacy in cloud? 
30. List the important tasks in the management of identities in cloud ? 
31. What is SD? 
32. What is TI? 
33. List Some potential security issues . 
34. What is security assurance condition ? 
35. Give the steps accomplished in fuzzy inference. 
36. Which informations are taken into account for calculating site trust worthiness ? 
37. What are the major authenticated methods ? 
38. Give the category classifications of authority ? 
39. What is the role of GSI functional layers ? 
40. What are the additional protection mechanisms of GSI ? 
41. Give the various levels of security. 
42. Name the Cloud security controls. 
43. Give some of the data security issues. 
44. List the types of PHRs.


Part B 

1. Discuss in detail about the various trust models in grids? 
2. Write about Authorization and Delegation in Grids? (University Question)
3. Explain briefly about Grid Security Infrastructure? (University Question)
4. Explain briefly about the aspects of data security, provider data and security. 
5. Describe in detail about the IAM architecture and its practices in cloud. (University Question)
6. Write about the various key privacy issues in the cloud? 
7. Explain about cloud security environments. (University Question)
8. Explain hybrid test model for grid security enforcement. 
9. In today world infrastructure security and data security is most challenging at network, host and application level. Explain how will you protect data at rest and transit. (University Question)


